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1
1Getting Started

The Remote Admin Console is a software application product that is 
installed on a Microsoft® Windows client workstation. Remote Admin 
Console interacts with an IBM® FileNet® Image Services 4.2 server to 
provide you with system administration capabilities from the remote 
Windows client. 

Overview
This document explains how to install the FileNet Image Services 
Remote Admin Console, version 4.2 software. Each Remote Admin 
Console release is a full release that can be used for both fresh instal-
lations and updates.

Remote Admin Console cannot be installed on UNIX servers. 
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Using Remote Admin Console, you can remotely connect to a FileNet 
Image Services server. When connected, you can run remote versions 
of the Database Maintenance, Security Administration, Database 
Server Connect, and CFS Connector - Image Services Catalog Export 
Tool applications. These applications have been repackaged as client-
side programs based on a portion of the Image Services Toolkit 4.2 
release, formerly known as WorkFlo Application Library (WAL). FileNet 
Image Services Administrators who must administer these applications 
remotely are the primary users of this product. 

Important Before you install Remote Admin Console on the Client workstation, 
you must first install the FileNet Image Services Toolkit (ISTK). 

For more information about Remote Admin Console, refer to the 
Remote Admin Console User's Guide (RAC.pdf). 
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Product compatibility
To enable you to update multiple Image Services and Image Services 
Toolkit servers over a wider period of time, Remote Admin Console is 
designed to be compatible with the previous FileNet Image Services 
and FileNet Image Services Toolkit release and the next Image Ser-
vices and FileNet Image Services Toolkit release, as well as the cur-
rent release. See the IBM FileNet Image Services, Image Services 
Resource Adapter, and Print Hardware and Software Requirements. 
To download this document from the IBM Support website, see 
“Accessing IBM FileNet documentation” on page 11.

Contents of this release
This Remote Admin Console release contains: 

• A binary executable installation program for Windows servers. 

• A documentation directory containing:

- The IBM FileNet Image Services Remote Admin Console 
Handbook (RAC.pdf).
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Document revision history      

Accessing IBM FileNet documentation
To access documentation for IBM FileNet Image Services products:

1 On the www/ibm/com website, enter “Image Services Documenta-
tion” in the search box on the menu bar. 

2 Select IBM - Product Documentation for FileNet Image Services 
from the list of search results.

Version Date Comment

RAC 4.2 May 2011 Initial release.

http://www/ibm/com
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Feedback

Documentation feedback
Send comments on this publication or other IBM FileNet P8 Platform 
documentation by e-mail to comments@us.ibm.com. Be sure to 
include the name of the product, the version number of the product, 
and the name and part number of the book (if applicable). If you are 
commenting on specific text, include the location of the text (for 
example, a help topic title, a chapter and section title, a table number, 
or a page number). 

Product consumability feedback
Help us identify product enhancements by taking a Consumability 
Survey. The results of this comprehensive survey are used by product 
development teams when planning future releases. Although we are 
especially interested in survey responses regarding the most recent 
product releases, we welcome your feedback on any of our products.

The survey takes approximately 30 minutes to complete and must be 
completed in a single session; there is no option to save a partially 
completed response.    

comments@us.ibm.com
www-306.ibm.com/software/data/info/consumability-survey/
www-306.ibm.com/software/data/info/consumability-survey/
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2
2System Administrator Tasks

The following checklist summarizes the tasks described in this chapter 
that the System Administrator is responsible for completing

• “Configuration Requirements and Constraints” on page 13

• “Disk Space Requirements” on page 14

• “Expanding the files” on page 15

• “FileNet Image Services Server Requirements” on page 16

• “Connecting to a FileNet Image Services Server” on page 16

Configuration Requirements and Constraints
The following is a list of configuration requirements and constraints that 
are necessary to install Remote Admin Console 4.2.

• Before you install Remote Admin Console on the client work-
station, you must first install the FileNet Image Services 
Toolkit.
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• The Image Services domain being administered by Remote Admin 
Console must be at FileNet Image Services 4.1.2 or later.

• Remote Admin Console cannot reside on an Image Services 
Server. It can only be installed on a Windows client PC.

• If IDM Desktop is installed on the same client PC as Remote 
Admin Console, the ISTK level included in IDM should match the 
ISTK level released with Remote Admin Console.

• Users must have local Windows administrator privileges to install 
Remote Admin Console.

• Remote Admin Console 4.2 can be installed as a fresh install, or as 
an upgrade from either Remote Admin Console 4.0.50, Remote 
Admin Console 4.1.1, or Remote Admin Console 4.1.2. 

Disk Space Requirements
The Remote Admin Console installer requires 150 MB of disk space to 
install Remote Admin Console 4.2.
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Expanding the files
The release files are compressed into a single zip file. Complete the 
following steps to download and expand the rac_4.2.0_win.exe file:

1 Verify that you have at least 150 MB of free space in the directory 
where you plan to download the zip file.

2 Verify that you have at least 150 MB of free space in the directory that 
will contain the expanded files.

3 Download the rac_4.2.0_win.exe file to your system. After you have fin-
ished the download, verify that the size of the file is the same as the 
one on the download site.

4 Expand the file by double-clicking the rac_4.2.0_win.exe file. The 
WinZip Self-extractor window displays. The Unzip to folder panel con-
tains the default WinZip location where the system will expand the file. 
If this is not correct, change it to the appropriate directory. 

Tip After you have installed the release, you can remove both the rac_
4.2.0_win.exe file and the expanded files from your system.
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FileNet Image Services Server Requirements
• The system being administered must be running FileNet Image 

Services 4.1.2 or later. 

Note You can get the latest fix packs and mods from the Information Man-
agement support page.  

• To use the Database Server Connect application, the system must 
be running FileNet Image Services 4.1.2 or later.

• To use the CFS Connector - IS Catalog Export Tool, the system 
must be running FileNet image Services 4.1.2 or later. 

Connecting to a FileNet Image Services Server

Network Connection
In order for Remote Admin Console to connect and communicate with 
an Image Services server, you must specify the IP address of the 
Image Services server. This can be done two different ways:

• By using your local DNS (the preferred method)
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• By using the hosts file that resides on the Remote Admin Console 
client PC. The hosts file is located in the following locations:  

Use the following format when you add an entry in the DNS or to the 
local hosts file:

IP addr of target server  domain-organization-nch-server

For example, if a target Image Services server with the IP address 
192.0.2.16 is in the domain "mydom" and organization "ExampleCo," 
the entry would look as follows:

192.0.2.16  mydom  mydom-exampleco-nch-server

Table 2-1: Hosts file location on Windows operating systems

operating  system hosts file location

Windows 2000 
Windows 2003

C:\WINNT\System32\drivers\etc

Windows XP 
Windows Vista 
Windows 7 
Windows 2008

C:\Windows\System32\drivers\etc
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FileNet Image Services Domain List
Remote Admin Console stores a list of the Image Services servers that 
it has successfully connected to. This list appears as a drop-down 
menu on the Remote Admin Console logon screen. 



May 2011 Remote Admin Console Installation and Configuration Procedures, Version 4.2 19

3
3Installing the Remote Admin Console Software

Follow the steps in this chapter to install the Remote Admin Console 
on your Windows client workstation. 

Important Before you install Remote Admin Console 4.2, you must first install the 
Image Services Toolkit 4.2 on the PC workstation.  

• If you have questions about this installation, see “Appendix A – 
Frequently Asked Questions” on page 23.

• If you run into problems during the installation, see “Appendix B – 
Troubleshooting” on page 26.
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Start the installation program
Start the Remote Admin Console installation wizard by following the 
steps in this section:

Important You do not need to remove a previous version of Remote Admin Con-
sole before you install Remote Admin Console 4.2. The procedure for 
installing Remote Admin Console 4.2 is the same whether or not there 
is a previous version of Remote Admin Console installed. If you feel 
more comfortable removing an earlier version of Remote Admin Con-
sole before installing Remote Admin Console 4.2, you can do so. 

Before you install Remote Admin Console 4.2, you must first install 
Image Services Toolkit 4.2. Follow the instructions in the FileNet Image 
Services Toolkit Installation and Configuration Procedures  
(ISTKinst.pdf) that comes with the Image Services Toolkit software.

To start the installation program for Remote Admin Console: 

1 Log onto the client PC as the Administrator user.
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2 To install Remote Admin Console from a directory on your hard drive, 
open the Windows Explorer and locate the Remote Admin Console 
software in the directory where you downloaded and expanded the 
software. To start the installation program, double-click:

rac_4.2.0_win.exe. 

3 Follow the installation prompts to install the Remote Admin Console 
software. When the installation program indicates that the installation 
is successful, click Done to exit. 

Note It is not necessary to restart the PC workstation to complete the instal-
lation unless you are prompted to do so.

Installation log files
The Remote Admin Console installation program logs its progress 
information in the RAC_4.2.0.log file.  Additional installation informa-
tion is logged in the IBM_FileNet_RAC_InstallLog.log file.

• If the installation was successful, the log is in this directory:

RAC install directory\client\logs\install\4.2.0\RAC 
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• If the installation was not successful, the log is in the local system 
temporary (temp) directory and on the Windows desktop.

Begin Production Mode
This concludes the FileNet Image Services Remote Admin Console 
4.2 Installation Procedure. You are ready to put your Remote Admin 
Console workstation into production.  
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Appendix A – Frequently Asked Questions 

The information in this appendix provides answers to many of your 
questions about FileNet Image Services Remote Admin Console.

Q: What Image Services releases are supported with Remote Admin 
Console 4.2? 

A: FileNet Image Services 4.1.2 and later. 

Q: Can I run Remote Admin Console with other IBM FileNet client 
products? 

A: Yes, as long as they are compatible with FileNet Image Services 
Toolkit 4.2 and later. See the IBM FileNet Image Services Hardware 
and Software Requirements guide for more information.
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Q: Are there any restrictions with the Remote Admin Console admin 
applications? 

A: Yes. The following features are not supported: 

• The "Update cached credentials for automation" feature on the 
Application Executive logon screen. 

• The Update Doc Security and Update Retention Parameters  
features in Database Maintenance. 

• Accessing the Security Event Logs in Security Administration. 

Q: Can I print reports from the Remote Admin Console admin appli-
cations? 

 A: Yes. You can print to any Windows-based printer that is accessible to 
your Remote Admin Console PC. However, printing through FileNet 
Print is not supported.
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Q: Will access to Remote Families in Database Maintenance work? 

A: Yes. However, when you select the target domain, or save a family that 
was just added or updated, a menu displays and prompts you to enter 
a FileNet user name and password for the user that is common to both 
systems.  
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Appendix B – Troubleshooting

Your FileNet Image Services Remote Admin Console installation will 
undoubtedly go smoothly and we sincerely hope you never encounter 
any problems.    

Problem A: I cannot find the System Log file. 

Solution: The System Log is in the Remote Admin Console install direc-
tory\client\logs directory. If the System Log is not in this location, set a 
new Environment Variable in the System Properties window with the 
following properties:  

Variable Name:   WAL_LOG_DIR 

Variable Value:   Remote Admin Console installation direc-
tory\client\logs 
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Problem B: Where is the installation or uninstallation log file? 

Solution: The Remote Admin Console installation program logs its progress 
information in the RAC_4.2.0.log file.  Additional installation informa-
tion is logged in the IBM_FileNet_RAC_InstallLog.log file.

• If the installation was successful, the log is in this directory:

RAC install directory\client\logs\install\4.2.0\RAC 

• If the installation was not successful, the log is in the local system 
temporary (temp) directory and on the Windows desktop.

Problem C: Where is uninstallation program located? 

Solution: The full path of the uninstallation program is:

/ISTK_HOME/ISTK_uninstaller   (UNIX) 
or  
drive:\ISTK_HOME\ISTK_uninstaller   (Windows)
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Where ISTK_HOME is the home directory of the ISTK software, and 
drive is the letter designation of the hard drive.

See “Appendix C – Removing the Remote Admin Console Soft-
ware” on page 30 for more information about uninstalling the Remote 
Admin Console. 

Problem D: If I encounter a problem with the installation or uninstallation, 
how can I run the installation or uninstallation program in DEBUG 
mode? 

Solution: There are two ways that you can run the installation or uninstallation in 
DEBUG mode:

• Create a trigger file.  The full path must be:

 /fnsw/client/install/InstallerDebug 
or 
ISTKpath/client/install/installerDebug

Then rerun the installation or uninstallation program.
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• Run the installation or uninstallation with the following option:

–D$DEBUG$=”true”     
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Appendix C – Removing the Remote Admin 
Console Software

If it becomes necessary to remove the Remote Admin Console soft-
ware from your Windows workstation, follow these steps:

Removing this release
1 Logon to the Client PC with Administrator privileges. 

2 Open the Control Panel window. 

3 Select Add/Remove Programs. 

4 Scroll down to the entry for IBM FileNet Remote Admin Console 4.2 
and click Add/Remove. 

5 The Remote Admin Console installation program starts and soon 
announces that the Uninstaller is preparing to uninstall the software. 
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After the Welcome screen displays, follow the prompts on the Uninstal-
lation screen to remove the Remote Admin Console software. 

6 When the installation program indicates that the Remote Admin Con-
sole software was successfully removed, click Done to exit. 

7 After the uninstallation program has finished, go to the /fnsw/client 
directory (\fnsw\client directory on Windows servers) and examine the 
remaining contents. Manually remove any unwanted files (such as the 
uninstall-output.txt file) and directories.   

Tip You do not need to restart the computer to complete the removal. 

Important You do not need to manually remove any entries in the Registry Editor. 
The uninstallation program deletes any registry entries automatically.
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Appendix D – Verify TCP/IP parameter settings 

Verify the maximum number of available temporary ports and the 
length of time the server waits before reusing a closed socket ID. If 
either of these parameters do not yet exist, this section provides steps 
to define them

About this task

These modifications are not required, but they have been found to be 
favorable for optimal FileNet Image Services performance. Unless you 
have set these parameters differently for other system reasons, we 
suggest you use these parameter settings.

• The MaxUserPort parameter determines the number of temporary 
ports that can be assigned on the server. These temporary ports 
are assigned by a server's IP stack from a designated range of 
ports for this purpose. When network traffic is extremely heavy, it is 
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possible to run out of temporary ports unless you increase the 
MaxUserPort setting.

• The TcpMaxConnectRetransmissions parameter determines how 
many times TCP retransmits an unanswered request for a new 
connection. TCP retransmits new connection requests until they 
are answered or until this value expires. 

• The TcpTimedWaitDelay parameter determines the length of time 
the serverwaits before reusing a closed socket ID.

Procedure

1 From a Command Prompt window, enter the following command to 
open theRegistry editor:

REGEDT32

You can also enter the above command in the taskbar Run dialog box.

2 In the HKEY_Local_Machine on Local Machine window, open the Sys-
tem folder and navigate to the Tcpip Parameters folder using this path: 

SYSTEM > CurrentControlSet > Services > Tcpip > Parameters
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3 Locate the MaxUserPort Parameter.

• If this parameter is already set to 65534 (decimal) or FFFE (hex), 
skip to 4.

• If this parameter is less than 65534 (decimal) or FFFE (hex), you 
need to increase it.

- Double-click on the entry to open the DWORD Editor dialog 
box.

- In the DWORD Editor dialog box, set the Radix to decimal 
or hex, and change the value to 65534 (decimal) or FFFE 
(hex).

- Click OK, and skip to 4.

• If this parameter does not exist, you need to define it.

- From the Registry Editor Edit menu, select Add Value.

- Enter MaxUserPort in the Value Name box, and select REG_
DWORD from the Data Type box drop-down list; then click OK.

- Set the Radix to decimal or hex, enter 65534 (decimal) or FFFE 
(hex) in the Data box.
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- Click OK, and skip to 4.

4 Locate the TcpMaxConnectRetransmissions Parameter.

• If this parameter is already set to 5 (decimal) skip to 5.

• If this parameter does not exist, you need to define it.

- From the Registry Editor Edit menu, select Add Value.

- Enter TcpMaxConnectRetransmissions in the Value Name box, 
and selectREG_DWORD from the Data Type box drop-down 
list; then click OK.

- Set the Radix to decimal and enter 5 (decimal) in the Data box, 
and click

5 Locate the TcpTimedWaitDelay parameter.

• If this parameter is already set to 30 seconds (decimal) or 1E (hex), 
skip to the next section.

• If this parameter is more than 30 seconds (decimal) or 1E (hex), 
you need to reduce it.

- Double-click on the entry to open the DWORD Editor dialog 
box.
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- In the DWORD Editor dialog box, set the Radix to decimal or 
hex, and

- change the value to 30 (decimal) or 1E (hex).

- Click OK and go to the next section.

• If this parameter does not exist, you need to define it.

- From the Registry Editor Edit menu, select Add Value.

- Enter TcpTimedWaitDelay in the Value Name field, and select 
REG_DWORD from the Data Type drop-down list; then click 
OK.

- Set the Radix to decimal or hex, enter 30 (decimal) or 1E (hex) 
in the Data box, and click OK.

The Registry Editor now shows the new TcpTimedWaitDelay entry in 
hex.
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What to do next

If a connection error is displayed such as the following:

15,16,17 WSAECONNREFUSED 10061

The connect error indicates that the NLS_Archiver is unable to connect 
to the IS COR_Listen process because there is no COR queue space. 
The FN_COR_QLEN environment variable must be explicitly set in 
Windows as the default value of 5 is insufficient. Go to My Computer > 
Advance > Environment Variables to add a value of 20-25 for the vari-
able FN_COR_QLEN. These values are the default used on UNIX sys-
tems. This should resolve the 15,16,17 errors.
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Notices

This information was developed for products and services offered in 
the U.S.A.

IBM may not offer the products, services, or features discussed in this 
document in other countries. Consult your local IBM representative for 
information on the products and services currently available in your 
area. Any reference to an IBM product, program, or service is not 
intended to state or imply that only that IBM product, program, or ser-
vice may be used. Any functionally equivalent product, program, or 
service that does not infringe any IBM intellectual property right may 
be used instead. However, it is the user’s responsibility to evaluate and 
verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject 
matter described in this document. The furnishing of this document 
does not grant you any license to these patents. You can send license 
inquiries, in writing, to:
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IBM Corporation 
J74/G4 
555 Bailey Avenue 
San Jose, CA 95141 
U.S.A. 

For license inquiries regarding double-byte (DBCS) information, con-
tact the IBM Intellectual Property Department in your country or send 
inquiries, in writing, to:

Intellectual Property Licensing 
Legal and Intellectual Property Law 
IBM Japan, Ltd. 
1623-14, Shimotsuruma, Yamato-shi 
Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or 
any other country where such provisions are inconsistent with 
local law: INTERNATIONAL BUSINESS MACHINES CORPORATION 
PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF 
ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT 
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LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGE-
MENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE. Some states do not allow disclaimer of express or implied 
warranties in certain transactions, therefore, this statement may not 
apply to you.

This information could include technical inaccuracies or typographical 
errors. Changes are periodically made to the information herein; these 
changes will be incorporated in new editions of the publication. IBM 
may make improvements and/or changes in the product(s) and/or the 
program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided 
for convenience only and do not in any manner serve as an endorse-
ment of those Web sites. The materials at those Web sites are not part 
of the materials for this IBM product and use of those Web sites is at 
your own risk.

IBM may use or distribute any of the information you supply in any way 
it believes appropriate without incurring any obligation to you.
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Licensees of this program who wish to have information about it for the 
purpose of enabling: (i) the exchange of information between indepen-
dently created programs and other programs (including this one) and 
(ii) the mutual use of the information which has been exchanged, 
should contact:

IBM Corporation 
J46A/G4 
555 Bailey Avenue 
San Jose, CA 95141-1003 
U.S.A.

Such information may be available, subject to appropriate terms and 
conditions, including in some cases, payment of a fee.

The licensed program described in this document and all licensed 
material available for it are provided by IBM under terms of the IBM 
Customer Agreement, IBM International Program License Agreement 
or any equivalent agreement between us.
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Any performance data contained herein was determined in a controlled 
environment. Therefore, the results obtained in other operating envi-
ronments may vary significantly. Some measurements may have been 
made on development-level systems and there is no guarantee that 
these measurements will be the same on generally available systems. 
Furthermore, some measurements may have been estimated through 
extrapolation. Actual results may vary. Users of this document should 
verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the sup-
pliers of those products, their published announcements or other pub-
licly available sources. IBM has not tested those products and cannot 
confirm the accuracy of performance, compatibility or any other claims 
related to non-IBM products. Questions on the capabilities of non-IBM 
products should be addressed to the suppliers of those products.

All statements regarding IBM’s future direction or intent are subject to 
change or withdrawal without notice, and represent goals and objec-
tives only.
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This information contains examples of data and reports used in daily 
business operations. To illustrate them as completely as possible, the 
examples include the names of individuals, companies, brands, and 
products. All of these names are fictitious and any similarity to the 
names and addresses used by an actual business enterprise is 
entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source lan-
guage, which illustrate programming techniques on various operating 
platforms. You may copy, modify, and distribute these sample programs 
in any form without payment to IBM, for the purposes of developing, 
using, marketing or distributing application programs conforming to the 
application programming interface for the operating platform for which 
the sample programs are written. These examples have not been thor-
oughly tested under all conditions. IBM, therefore, cannot guarantee or 
imply reliability, serviceability, or function of these programs. The 
sample programs are provided "AS IS", without warranty of any kind. 
IBM shall not be liable for any damages arising out of your use of the 
sample programs.
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Trademarks
IBM, the IBM logo, and ibm.com are trademarks or registered 
trademarks of International Business Machines Corp., registered in 
many jurisdictions worldwide. Other product and service names might 
be trademarks of IBM or other companies. A current list of IBM 
trademarks is available on the Web at “Copyright and trademark 
information” at www.ibm.com/legal/copytrade.shtml.

Microsoft, Windows, Windows NT, Windows Vista, and the Windows 
logo are trademarks of Microsoft Corporation in the United States, 
other countries, or both.

UNIX is a registered trademark of The Open Group in the United 
States and other countries.

Other company, product, and service names might be trademarks of 
IBM or other companies. 

http://www.ibm.com/legal/copytrade.shtml
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U.S. Patents Disclosure
This product incorporates technology covered by one or more of the 
following patents: U.S. Patent Numbers: 6,094,505; 5,768,416; 
5,625,465; 5,369,508; 5,258,855.
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